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3. Assets increasingly leave the network
• BYOD, WFH, Mobile, and SaaS

4. Attackers shift to identity attacks
• Phishing and credential theft

• Security teams often overwhelmed

Why Are We Having A Zero Trust Conversation?



Zero trust security is a security model that assumes all users, devices, 

and networks inside and outside an organization's perimeter are 

untrusted and must be verified prior to granting access.

The concept of zero-trust networking has been around a decade; 

however, we have seen its popularity in industry discussions grow 

exponentially in the last few years.

What Is Zero-Trust?



To help secure both data and 

productivity, limit user access 

using:

• Just-in-time (JIT)

• Just-enough-access (JEA)

• Risk-based adaptive polices

• Data protection against out of 

band vectors

Always validate all available data 

points including:

• User identity and location

• Device health

• Service or workload context

• Data classification

• Anomalies

Minimize blast radius for breaches 

and prevent lateral movement by:

• Segmenting access by network, 

user, devices, and app awareness. 

• Encrypting all sessions end to 

end encryption, communication 

channels, and data at rest.

• Use analytics for threat detection, 

posture visibility and improving 

defenses.

Verify Explicitly

Key Zero Trust Principles



Zero Trust Areas of Defense

Zero Trust approach advocates 
protection at each layer
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Verify Explicitly

https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/


S3

Cross-cloud and Cross-Platform



PaaSOn-Premises IaaS

S3

Multi-Cloud and Cross-Platform Technology

https://aka.ms/GHSecurity
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://aka.ms/OTSecurity
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/azure/defender-for-iot/
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection


Identify Protect Detect, Respond, Recover

Feedback loop

Business and 

technology outcomes

Security 

outcomes

Plan

Identify opportunities

Governance
Architecture and Compliance

Build

Execute and capture value

Prevention
Access control Asset protection

Run

Sustain and adapt

Role Types

Security Posture & Compliance

Platform Security Engineer

App Security Engineer

Responsibilities
“Jobs to be done” /
Organizational functions

Security leadership

Security architecture

Posture management

Policy and standards

Security compliance management

Identity and key management

People security

Data security

Application security & DevSecOps

Infrastructure and endpoint security

• Network security • Server/VM security
• Client endpoints/devices

Response
Security operations

Security Leadership Roles

Security Architect Roles

Incident monitoring & response

Threat Hunting

IT & OT Operations, DevOps

Security Operations

Threat intelligence

Incident preparation

Security Roles and Responsibilities

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-architecture
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-posture-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-policy-standards
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-compliance-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-identity-keys
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-people
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-data-security
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-application-security-devsecops
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-infrastructure-endpoint
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-threat-intelligence
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-incident-preparation
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Endpoints

Identities

Data

InfrastructureInfrastructure & 

Development



Spans on-premises & 
multi-cloud environments

Typical ‘Flat’ Network

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Spans on-premises & multi-cloud environments

Provided by someone else

Zero Trust – Client Security Transformation

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Provided by someone else

Azure AD App Proxy
Beyond User VPN

Spans on-premises & multi-cloud environments

Zero Trust – App Access for Clients

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy


Low Impact IoT/OT 
Printers, VoIP phones, etc.

Zero Trust – Network Segment Transformation

Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Provided by someone else

Azure AD App Proxy
Beyond User VPN

High Impact IoT/OT
IoT/OT With Life/Safety Impact

Spans on-premises & multi-cloud environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy


Sanctioned and 
Managed Services

Internet and 
Unsanctioned/Unmanaged Apps

Private and Managed in 
the cloud or on-premises

Managed devices

Unmanaged devices
BYOD

Strongly managed identities

Managed identities

Anonymous and Consumer 
identities 

MFA User Admin

PartnerUser

Adaptive 

Access Control

Business Critical 
Segment(s)

Sensitive Business 
Units/Apps

Low Impact IoT/OT 

Printers, VoIP phones, 
etc.

High Impact IoT/OT

IoT/OT With Life/Safety 
Impact

Full Zero Trust End State
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Scope

Effort: 

• 5 business days

Assessment: 

• Inventory of hardware & software across the digital estate 
including all infrastructure server and client instances.

Scope Coverage: 

• Azure Security Scoring and Posture Assessment

• Physical and Virtual Environments

• Windows and Linux

• SQL and Windows Server

• Networking, Firewall, and Security Software

• Shadow IT Discovery

• Cloud-based Security configuration

Cloud Security Assessment 
Our Baseline Offering

Analysis of an organization's security posture, 

evaluating vulnerabilities, identity, and compliance 

risks with remediation recommendations.

Deliverables

Insights, analysis, recommendations:

• Executive Summary Review

• Data-driven finding on analysis

• Prioritized risk mitigation recommendations with 
appropriate Microsoft security solution (M365/Azure)

• Align customer risks identified in Zero Trust Architecture

Most Common Business Cases

• Reduce Cyber Insurance

• Improve Security Posture

Recommendation on Next Steps

Remediation Proposal

• Migration and Deployment Plan 

• Effort Estimate

Comprehensive Approach

Data Collection

• Inventory all applicable operating systems, infrastructure, 
and endpoints collecting hardware, software, and versions 

deployed

• Collect all end user identity management policies and 
usage data

• Run O365 secure score and Azure Secure score

• Run Compliance Manager

Analysis

• Review hardware end-of-life and non-cloud compatible 
versions of operating systems

• Evaluate security risks due to identity control gaps and 
provide policy guidance 

• Analysis of security gaps, vulnerabilities, and 

recommendations of mitigation by priority of 
risk impact 

• Evaluate the customer security posture with O365 Secure 
score analysis and Azure Secure score 

• Align customer risk analysis based on applicable standards 

(Zero Trust Framework, or applicable framework) 

Our Customer Persona

Customers who are looking to understand their risk of business loss and vulnerabilities to cyberattack - or has become a recent victim.



We can help…

Call us to discuss how Bennett Adelson can 
help accelerate your Zero Trust 

implementation with best practices, the 
latest trends, and a framework informed by 

real-world deployments.

Mike Reams

Practice Director, Security & Cloud 
Infrastructure

mreams@bennettadelson.com

404-285-4477

Brian Connelly

Senior Solution Sales Executive

bconnelly@bennettadelson.com

216-338-1524

Kevin Karlik

Senior Solution Sales Executive

kkarlik@bennettadelson.com

216-256-6796

mailto:mreams@bennettadelson.com
mailto:bconnelly@bennettadelson.com
mailto:gmargrett@bennettadelson.com
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